Annual 47 C.F.R. § 64.2009(e) CPNI Certification Template
EB Docket 06-36

Annual 84 2009ey CPNI Certification for 2012 covering the prior calendar year 2071
1. Date filsd: January 30, 2012

2. Name of company(s) covered by this certification: WA T.G H. TV Company

3, Form 499 Filer 10 8327573

4, MName of sighatory: Thomas M. Knippan

5, Title of signateny: Wice Prasident

g, Certification:

[, Thamas M. Knippen cerlify that | am an officer of the company named above, and
acting as an agent of the company, that | have personal knowledge that the company has
established epersting procedures that are adeguate to ensure compliance with the
Commission's CPMI rules. See 47 C.F.R. § 64 2001 &f seqg.

Attached to this certification is an accompanying statement explaining how the
company's procedures ensure that the company is in compliance with the requirements
fincluding those mandating the adoption of CPMNI procedures, fraining, recordkesping, and
supervisory review) set forth in section 64 2001 ef seq. of the Commission’s rules.

The company has not taken actions (f e, proceedings instituted or petitions filad by a
company at either state commissions, the court system, or at the Commission against data

brokers) against data brokers in the past year

The company has nof received customer complaints in the past year conceming the
unauthonized release of GPNI

The company represents and warrants that the above certification is consistent with 47.
C.F.R. § 1.17 which requires truthful and accurate statements to the Commission. The company
also acknowledgesthat faise statements and misrepresentations to the Commission are

punishablsyng Title 1 0‘%{0 de and may subject it to enforcement action.
e
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Atiachments: Accompanying Statement explaining CPNI procedures

Explanation of actions taken against data brokers (if applicable)
summary of customer complaints (if applicable)
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WALCIL TY COMPANY
STATEMENT OF CENI FPROCEDURES

WATCH TV Company has created a CPNY Policy Handbook containing the followmy
procoduras that it has adophed to ensure the protection of CFNILL The hundbook desenibes our procedures
in greater detail and proyides practical mudance on how to protect against wnauthorized discloswre or use
of CPNI. The handbeok is disiributed to our emplovies during training and serves as an mmporiant
referenice tool for our emplovess.

Uutv to Protect CPNI

We as a conmmumcations congpamics reeoania: our duty to protect customer CPNL We may not
dizcloge CPNI to unanthonized persons, nor may wo uss CENI in cortain ways withont congent from our
custemers. Before wo can provids costonmers with their own CPNLL we mnst authenticate the customer.

We recognize that thers are a fiw cases in which we can disclosc CPNI without first obtaining
cuslomer approval: :

I Admimstrative use We may ose CPN] o fmittate, reader, bl and collect for
cammuaiealions 8Crvices,

Ly Proleetion of carvier and third parties: We may use CPNI to protect the micrests of our
companies, such as to prevent fraud or illegal use of our systems and network, Emplovees are notified of
the stops 1o ke, if amy, In these sorts of situations,

3. As requived by lav: Wo may disclose CPNI il we are required to by law. such as through
lemal process (subpoenag) or in response to requests by L enforcement. Tplovees are notified of any
steps they mmst take in these silualions.

Our Own Use Of CPNI

W may use CPNI to provide or market services to our exasting cusiomers, Wo undorstand that
we areg requirad to obtain customer approval pnor Lo using CEPNT a0 corfain ways,

Mavketing
We understand that we do not need to obtain customer approval before nsiog CPNT to market
services to our existing customers withm the categorics ol seryice to which the customer already

subseribes.

Wo undarstand that we aray not use CPMI to markst services that arc i a servics calogory 1o
wlich the customer does not already subscibe withoul custoner approval.

W understand that wa cannet use TP to solicit a customer 1o add a new calegory of scrvics
withont (o5t obtaining the cnstomer’s approval.

We alzo nnderstand that we do net nocd customer consent belore vsing CPNT to market “adjunct-
to-basic” services such as spocd dialing, computer-provided directory assistance, call mongtoring, call



tracing, call blockine, call retum. repeat diahng, call rackmy. call waitimg, caller ID, call forwarding, and
certain centrex fealurss.

We understand that we may noi usc CENT 1o wkmitify or track costomers that call competing
servics provadors.

We regularly review our marketing practices 1o delermmme whon and how CINI 15 used within the
companies, and whether CPNI 1s bemy shared with other enbitios, We also roview new marketing or sales
campaigha to ensure compliance with these CPNI policies and wath the FCC™s CPNI rogulations. We do
not share CPNI with any affiliates or other thind paciies.

Provizion ol Seryices
W understand that we do not need customer approval to use CPNI 1o provide CPE and call

angwering, voice mail or messapging, voice storage and rotiicval serviees, fax store and {forward, and
protocol comversion,

Antheaticating Customers Belore Discloging CPN]

Wo understand that we are regquired to objectively determine that cur customers are who they say
they are betore disclosing CPNI to tham.

Telephons

Wo understand that when a customer calls, we may not release call defai! fformation, or
information relating to the transmission of specific telephone calls wnil we have obtamed the account
passveord fram the caller, ar called the customer back at the telephons mumber of record to ensure that the
customar iz wha sthe savs e'he ia, Alernatively. we may offer to send the call dotal] mfomnaden to the
address of record or provide 1t to he customer or an authorized individual in person alier ¢/he hasg
produced valid photo identification at our office.

Wo understand that woe may disclose san-cali detaid mformation over the telephone after
auwthenticating the customer by calling back the telephone pomber of record, checlang vahid photo
identification. or by mailing the infimmation Lo the aceount address of record.

In-Person Authentication

Wo pnderstand that before we can disclose CPNI to customers in person, the customer must
present valid govermment-issued photo idertificarion, The name on the photo identilication must mateh
the name o the aceount. 1 the customer cannot present the required dentification, we offoer W provide
the requested CPNMN by sendmg it to the account sddress of rocord.

Belore providing the CPXNI to the customer. we make a copy of the pholo wenification. Thas
copy is then placed m the customer's file. wogether watlt a copy of the CPNT provided to the customer,
These recerds are then kept in the customer file in accordance with our record-kecping policius,
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If the customer requests CENI throwgh cogular mail, or iF the costomer canngt comply swith ong of
the authentivation methods above, we send the requested informeation W the customer s addrcss of record
only,

Onlime Access

Av thas ting, we oller onling account aceess to our Yol P customers only. We password protect
online access to CPNI All cxasting customers bave catablishad passwords, and new customers establish
passwords at serviee mibiation, We do not allow customers to choose passwords based on ther readily
available biographical information or account dala.

Adter a costomer has made 3 farled attenyms Lo low mte msTer onlipe aceeund, we block onlimg
access to the account for sceunty purposcs, Customars locked out of thelr onling accounts must present
photo identification at our offics to repain online account access. Furthermore, if a customer loses or
forgets his/her online account password, the customer must prcset photo identilication at our office o
obtain password information [or the account.

Custorner Motilicalion of CP

We provide a CPN] privacy pohey Lo all custenoers apnually, as a all insert m the Deccmbey bill,
This policy provides notfication to cach customer of Tissher rizht to restrict nse of, disclosure of, and
access to that customer’s CPNIL We maintain a list of all customers who receive the privacy policy, ihe
date on wlich the policy 18 sent, and a copy ol'the policy in our records tor one (1} year following the
mailing of the policy, We provide additional copies of the CPNI privacy pobiey to all customers whe
request it and to all new customers upon activation of servics,

'The policy contains an opt-oul custemer approval notice. Customers who do not wash to allow vs
tr use their CPNI 1o market scrvices outaide their sxigting service catepories, or who do not wish to allow
us tor sharg thede CPNI with affiliates, have 30 davs to contact us 1o el us that they do not approve of oy
use. If'we do not hear back from the customcr withan 30 days, we onderatand that we are Troc to use their
CPNI lor these purposes. We understand that customers car change thoir oplion al any tins by
contacting ns, and we nolify our custemcrs of this tght

We maintain records of the customers whe recenaed 1the opt-out approval nolice and records of
the customers who contacted us to opt out in accordance with onr record-kesring policies.

We understand that we must provide written notice to the FCC within five (3) buginess days if
our opt-cut mechanizms do not work properly to the depree that our customers” imability to opt out is

more than an anomaly.

Training And Discipline

Wi traingd all of gor emplovees reparding the company’s CPNI policies prior to e effoctive
date of the most recent CPNI regulations, Docimber 3, 2007, Taaployees ace required to attosd an annual
retraiming b onsure that they understand the compenies” CPNI policies and any updates to those policies.
Mew amplovees who will have aceess o CENLare trained when they join the companics, and then attend
ihe resebardv-scheduled retrabong sessions, At the conclusion of each training sesston, emplovees ars



asled to sign cortificates stating that they wnderstand the company™s CPNI policies and that they wall
comply with those policies,

We have implemented the followang dizeipdinary guidelines for anplavecs who ful o fillow our
CEXI policacs:

Employies whe Sl 1o obsorve WA T CH TV Comapany’s CPNI
procedurnis will be subject to the disciplinary procedures contained in the
WATCH TV Company Handbook. Reconds relating to Uus process
will be maintamed m the company Ales i line with our record-keeping
policies.

Disciplinary records are maintained in the comparies” files in accordancs with our record-kecping
pohcies.

Record-Keeping
We maintam the follreang rocords m our files for one {1} v
i Fecords relating 1o the amnual menlng of the cuslomer CPNI privacy policy,

b. Records of customer approval or disapproval of CPMI uss, or the linutation or tevacation
thereod, and

b3 Employvee disciplinary records.

We niaintain records of digcoverad CPNI breaches, notifications to law enforcement regardmy
breaches, and any rosponses fron law enforeoment regarding those breaghes, in our files tor at least two
{2} wears,

Nofification Of Account Changes

We understand that we are required to notify customers when changes have been made to
passwords, customer responses fo back-up means of anthentication. onhine accounts, or addresses of
récord by mailing a notilication to the account address of record,

We do not reveal the changed account data i the notification.

Unauthorized Disclosure OF CPN]

Wo understand that we must roport CPWI breachcs to law enforcament no later than seven (7)
busingss dass alter determining the breach has occurred, by sending electronic notification through the
lintle st hitprdfwww fow gow/ch/CENT (o the eentral reporting facility, which will then notify the United
Statcs Scerct Scrvice (USSS) aned the Federal Burcau of Investigation (TFIT).

We understand that we may not notify customers or the pubhc of the bresch carhier than seven {7)
days aftor we have notificd law enforcement through the central reporting [acility. 1 we wish to notify
customers or the public immediately, where we feel that there is “an extracrdinanly mgent need to noufy”
10 avedd “inmcdiaie and rreparable hamm,” we inform law enlovcemcent of our desirg to notify and
connply wath by caforcement’s dircolions.

Records relating to such notficattons are bept in accordance with our record-keoping policics.
Thess records melude: (1) the date we discoverad the braach, (i) the date we notilizd lasw enforcement,



{111} a detaled deserption o the CPNT breached, and {1v) ihe circumstances of the breach.

Bumng the course of the vear, we compile information regarding pretexter attempts to gain
improper aceess to CPNIL meluding any breaches or attompled breaches. We melude this infonmation m
our anmual CPNI compliance gertification [iled with the FCC,
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